Abstract. With the advent of agile programming, lightweight software processes are being favoured over the highly formalised approaches of the past. Likewise, access control may benefit from a less prescriptive approach with an increasing reliance on users to behave ethically. These ideals correlate with optimistic access controls. However, ensuring that users behave in a trustworthy manner may require more than optimistic access controls. This paper investigates the possibility of enhancing optimistic access controls with usage control to ensure that users conduct themselves in a trustworthy manner. Usage control enables finer-grained control over the usage of digital objects than do traditional access control policies and models. Further to ease the development and maintenance of usage control measures, it is posited that it is completely separated from the application logic by using aspect-oriented programming.
Introduction
With the advent of agile programming, lightweight software processes are being favoured over the highly formalised approaches of the 80s and 90s, where the emphasis is on "people not processes". Likewise, access control may benefit from a less prescriptive approach with an increasing reliance on users to behave ethically. These ideals correlate with optimistic access controls which were first advocated by Povey [9] . However, optimistic access controls alone may not be enough to ensure that users behave in a trustworthy manner. This paper firstly investigates the possibility of enhancing optimistic access controls with usage control to ensure that users conduct themselves in a trustworthy manner. Usage control enables finer-grained control over the usage of digital objects than do traditional access control policies and models, as trust management concerns are also given consideration.
It is evidently difficult to implement access control and often in dynamic environments preconfigured access control policies may change dramatically depending on the context. Often in unpredicted circumstances users that are denied access could have prevented a catastrophe had they been allowed access. Consider as an example a nurse -at a hospital that been isolated during a tornado -who needs access to a patient's records but cannot access them as nurses are not authorised to access this information [9] . The costs of implementing and maintaining complex preconfigured access control policies sometimes far outweigh the benefits. Optimistic controls are retrospective and allow users to exceed their normal privileges. However, if a user accesses information unethically, the consequences could be disastrous. Hence this paper proposes that optimistic access control be enhanced with some form of usage control which may prevent the user from engaging in risky behaviour.
The next section of this paper discusses typical access control methods, while Section 3 presents the concept of optimistic access control. Section 4 describes the concept of usage control as a means to enhance optimistic access control, while the discourse in Section 5 focuses on a possible technique to implement the model proposed using aspect-oriented programming. Section 6 concludes with directions for future work.
Background Work on Access Control
Discretionary access control is an access policy that restricts access to files and other system objects such as directories and devices on the basis of the identity of the users and/or the groups to which they belong [12] . With discretionary access control, no control is enforced on the use or dissemination of the information once this information has been released to an authorized user [8] . Discretionary access control is very flexible but highly vulnerable to Trojan Horses. As a result of this inadequacy, mandatory access policies are proposed.
Mandatory access control [11] refers to access control policy decisions that are made beyond the control of the individual owner of the object. A central authority determines what information is to be accessible by whom, and the user cannot change access rights [8] . Mandatory access control is deemed to be superior to discretionary access control as it is not vulnerable to illegal information flows. An illegal flow arises when information is transmitted from one object to another object in violation of the information flow security policy [13] . Even the most dominant model of recent times, the role-based access control model, is vulnerable to illegal information flows, as demonstrated by Chon et al. [1] . Within role-based access control (RBAC), system administrators create roles according to the job functions performed in a company or organization, grant permissions (access authorization) to those roles, and then assign users to the roles on the basis of their specific job responsibilities and qualifications [15] .
These models often assume that users want and are able to determine permissions before the actual access is made. These mechanisms require a priori setting of permissions that are difficult to specify and maintain in highly dynamic environments. In other words, these models assume that human beings cannot behave in a trustworthy manner and the system has to prevent them from behaving in an undesirable manner. Human trust is subjective and context specific and therefore it is difficult to form a definition that incorporates all views and types of trusts [4] . Integrating trust/distrust into the computing world requires transforming a complex social concept into an easy-to-use technical product that embodies the basic principles of trust/distrust [3] . Human beings make decisions based on the circumstances of a particular situation. For example, within a typical mandatory access control model, doctors may have the privilege to view sensitive information but nurses and clerks would not. With rolebased access control, the role could be based on job responsibilities. For instance, a
